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Smart healthcare data management and security

standards for Flying Eye Hospital

LIN Haotian, LIANG Lingyi, LIN Zhenzhe, XIAO Wei, CHEN Xiang, LIU Zhenzhen

(State Key Laboratory of Ophthalmology, Zhongshan Ophthalmic Center, Sun Yat-sen University, Guangdong Provincial Key

Abstract

Keywords

Laboratory of Ophthalmology and Visual Science, Guangzhou 510060, China)

This standard defines a comprehensive data management and security framework for an innovative aircraft-
based mobile ophthalmic hospital model. In alignment with the strategic direction outlined in China’s 15th Five-
Year Plan for National Economic and Social Development, particularly the promotion of deep integration
between artificial intelligence and mobile healthcare, the framework focuses on the ground operational phase of
airborne ophthalmic missions. It specifies technical requirements across four core dimensions: air-ground
communication, medical data governance, Al application management, and information security. Within the
communication architecture, the physical layer defines functional coverage, key performance parameters, and
validation methods. The data link layer standardizes real-time transmission, storage backup, and quality control
requirements for sensitive medical data, including ophthalmic imaging and electronic medical records. The
application layer specifies deployment environments, validation procedures, and evaluation metrics for Al-
assisted diagnostic algorithms. The security layer incorporates critical measures such as encrypted data
transmission, logical network isolation, and secure data erasure, forming a defense-in-depth security
architecture. A phased implementation strategy is adopted to ensure operability and adaptability within the
complex aviation-medical environment. The framework enables improved accessibility and efficiency of
primary eye care services while ensuring medical quality and patient data privacy through standardized
governance, supporting the scalable development of interdisciplinary mobile medical services.

mobile health; air-ground communication; data standard; artificial intelligence in ophthalmology; information

security
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